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Introduction

In an increasingly connected world, the radio frequency spectrum is the essential invisible
infrastructure that supports all of our wireless communications. From our smartphones and
satellites to connected objects, billions of devices depend on it every second. It is a limited and
coveted resource, with an explosion of uses resulting in unprecedented saturation.

Managing this spectrum is not only technical; it is a major strategic issue. It is crucial for a wide
range of civil (mobile, navigation, loT) and military (radar, communications, electronic warfare)
applications. Controlling and monitoring this spectrum is essential in the face of growing threats.

Why is Spectrum control a Strategic issue?
The spectrum supports digital transformation and military operational superiority.

e For civilians: It allows mobile telecommunications (4G, 5G, future 6G), satellite
communication and navigation (GPS, Galileo), transport security (air, maritime, rail),
Internet of Things (loT) communication, and civil radars (navigation, weather, assisted
driving). Its exploitation conditions the development of services as well as the digital
economy.

e For the Military: It is an asset and a battleground. It is vital for military radars (detection,
surveillance), tactical communications in hostile environments, and electronic warfare
(interception, jamming, spoofing, protection). Spectrum control is critical to operational
superiority.

Issues and Threats: A Growing Reality
The intensive use of spectrum creates significant vulnerabilities:

e Overload and Interference: the increase in the number of uses leads to saturation.
Interference (accidental or intentional) can severely disrupt vital services like air
navigation or emergency networks. Unwanted emissions contribute to electromagnetic
pollution.

e Cyber Threats: Wireless networks are targets. Risks include data leaks and remote
takeovers.

e Jamming and Spoofing: Interference, voluntary or accidental, interrupts critical services
(mobile, Wi-Fi, satellite navigation). Spoofing deceives systems with false information
(navigation, comms). The availability of simple and inexpensive means of jamming
increases the risks to public peace and security.



Conflicts of Use: The scarcity of spectrum creates a difficult coexistence between civilian
and military uses, requiring precise coordination.

Technological Dependency and Sovereignty: Loss of control over the spectrum
compromises national sovereignty and the resilience of critical infrastructure. The ability
to monitor, protect and defend the spectrum is a sovereignty and security issue in its own
right.

Faced with these challenges, existing solutions, often expensive and requiring experts, struggle to
ensure large-scale and automated monitoring.

Spectrum Monitoring and Control: The Strategic Pillars

To ensure the security and availability of spectrum, monitoring and control are crucial.

Methods: Passive monitoring (listening and analysis) and active monitoring (emission of
test signals).

Means: Antenna systems, portable and integrated equipment, sensor networks (fixed,
mobile, embedded). Organizations such as ANFR in France use these means for the
control and search for interference.

Al revolution: Artificial Intelligence enables automated signal detection and classification,
rapid learning of new models (drones, |oT) and detection of anomalies or hostile
behavior. Al is the basis for the future of dynamic spectrum management.

Despite these advances, current solutions based on expensive laboratory instruments and limited

access to mobile means prevent regular and comprehensive monitoring of the entire networks.

Practical Cases: The Spectrum at the Heart of Operations

Several concrete examples illustrate the criticality of the spectrum:

War in Ukraine : The conflict demonstrated the central role of spectrum and electronic
warfare. Jamming and spoofing have become weapons. Highlight: the use of inexpensive
civilian devices (walkie-talkies, commercial drones) has replaced "professional"
instruments in some cases.

Large Cities: The density of networks requires advanced monitoring to detect
interferences and unauthorized emissions in real time. This ability is vital to ensure the
availability of critical services (transport, security) and sovereignty.

These cases prove that the spectrum is a determining factor of safety, performance and

sovereignty.

Recommendations and Perspectives: Adapting Our Strategies



To face the challenges, it is imperative to act:

e Develop a Unified and Dynamic Strategy: Speed up the adoption of software-defined
radio and dynamic allocation for flexible and optimized use, facilitating access to
connectivity (remote areas).

e Promote Affordable and Adapted Equipment: Support the production and use of efficient
and affordable portable analyzers. This democratizes surveillance, enabling communities
and SMEs to equip themselves, strengthening innovation and local resilience.

e Strengthen Cooperation: Improve intersectoral coordination (state, industry, army) to
attune practices and anticipate conflicts.

e Invest in Innovation and Skills: Develop advanced tools (smart analyzers, Al) and train the
necessary experts.

e Anticipate Threats and Ensure Sovereignty: Remain vigilant against new threats (drone
jamming, automated attacks) and prioritize local and scalable solutions for technological
sovereignty.

Conclusion: A vital issue that requires collective action

The control and monitoring of the radiofrequency spectrum are fundamental strategic issues.
Faced with the saturation and multiplication of threats, continuous adaptation of strategies and
tools is essential.

Spectrum has become a true instrument of power, innovation and resilience. It is crucial to
promote dynamic, shared and efficient management, while ensuring access to efficient and
affordable equipment.

Collective action involving all actors (States, industry, operators, scientists, users) is essential.
Levers include investing in training, supporting the production of affordable equipment,
strengthening cooperation and governance, and lastly public education. The future of our
connected society and the security of our infrastructure depends on it.



